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Abstract

Objective: To develop a unified conceptual framework explaining how AI‑driven 
data treatment (collecting, integrating, transforming, and inferring from con-
sumer traces) produces consumer profiles, and how those profiles translate into 
distinct privacy impacts, while showing where governance controls can intervene.

Methodology: A conceptual, theory‑building approach that synthesizes insights 
across marketing, information systems, and privacy/AI governance literature to 
model privacy risk as a mechanism chain: data treatment dimensions, profiling 
intensity, privacy impacts, with governance operating as a moderating layer 
across the chain.

Findings: The paper identifies a small set of structural dimensions that largely deter-
mine privacy risk: the extent to which data are linkable across contexts, the depth of 
inference, the persistence of representations over time, and the degree of coupling to 
consequential actions. These dimensions shape profiling intensity (granularity, profile 
stability, automation, actionability) and generate multiple harm pathways – informa-
tional, autonomy‑related, distributive/fairness‑related, and security‑related – whose 
severity increases when systems are opaque and hard to contest.

Value Added: The paper offers a parsimonious vocabulary that connects up-
stream data practices to downstream harms via profiling intensity, helping 
researchers and practitioners move beyond narrow “consent/anonymization” 
framings and better diagnose why privacy harm can occur even when data are 
legally obtained or “de‑identified”.

Recommendations: Firms should limit high‑risk profiling by reducing inference 
depth, cross‑context linkage, and persistence, and by making consequential pro-
files transparent and contestable; regulators should focus on enforceable rules for 
transparency/contestability and restrict high‑impact profiling; researchers should 
operationalize key constructs (e.g., inference depth, persistence, actionability) 
and test the framework empirically across sectors.
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Introduction

Artificial intelligence (AI) has become a central infrastructure for contemporary 
consumer understanding. Across digital platforms and data brokerage ecosystems, 
firms increasingly rely on “data treatment”, the systematic collection, integration, 
transformation and analysis of heterogeneous data traces, to infer preferences, 
predict behavior, and optimize decision‑making at scale. These practices prom-
ise efficiency and relevance through personalization, recommender systems, 
dynamic pricing, fraud detection, and targeted advertising. Yet the same pipeline 
that converts raw traces into actionable insight also expands the privacy surface 
of consumer life: it increases the volume of data processed, deepens the infer-
ential reach of analytics, and amplifies the capacity to classify individuals into 
consequential categories that shape opportunities, information exposure, and 
market treatment.

Existing privacy debates often focus on discrete issues, notice‑and‑consent, 
anonymization, data minimization, or cybersecurity, without fully account-
ing for the way profiling emerges from the end‑to‑end treatment of data. In 
practice, the privacy risk is not limited to the disclosure of explicit identifiers; 
it also arises from the production of inferred attributes, the recombination of 
seemingly innocuous datasets, and the persistence of profiles that outlive the 
contexts in which data were generated. Moreover, AI‑enabled profiling shifts 
privacy concerns from individual disclosure to broader socio‑technical effects 
(Mavriki & Karyda, 2019), including autonomy erosion through behavioral tar-
geting, differential treatment via scoring and segmentation, and “group privacy” 
harms where outcomes are determined by membership in inferred categories 
rather than by revealed personal facts (Mann & Matzner, 2019). This creates 
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a conceptual mismatch: traditional privacy framings built around data ownership 
or secrecy are often ill‑suited to explain harms that occur even when data are 
legally obtained, technically “de‑identified”, or never directly exposed to third 
parties.

Against this background, this paper develops a unified conceptual framework 
that links data treatment practices to consumer profiling dynamics and to pri-
vacy impacts. The objective is not to provide a technical taxonomy of machine

‑learning methods, but to clarify the conceptual mechanisms by which data 
treatment becomes profiling, and profiling becomes privacy risk. We propose 
that privacy outcomes are shaped by a small number of analytically separable 
dimensions, such as the scope and sensitivity of data inputs, the depth of infer-
ence enabled by transformations, the granularity and stability of profiles, and the 
degree to which profiles are operationalized in automated or semi‑automated 
decisions. By articulating these dimensions and their relationships, the frame-
work integrates insights that are often treated in isolation across information 
systems, marketing, law and policy, and AI ethics.

Although the mechanisms linking AI‑driven data treatment, consumer profil-
ing, and privacy harms are broadly applicable across digital markets, their practi-
cal implications are shaped by cultural and institutional contexts. Societies differ 
in their expectations regarding personal privacy, the acceptability of algorithmic 
profiling, and the level of trust placed in organizations and public institutions. 
Likewise, regulatory traditions vary considerably in the degree to which they 
emphasize individual rights, organizational flexibility, or public oversight. Con-
sequently, the governance mechanisms proposed in this framework should not 
be understood as universally identical in their implementation or effectiveness. 
Instead, their legitimacy and practical impact are expected to depend on the 
broader cultural and regulatory environment in which AI‑driven consumer pro-
filing occurs.

The paper makes three contributions. First, it offers a precise conceptualiza-
tion of “data treatment” as a lifecycle of transformations whose privacy impli-
cations can exceed those associated with data collection alone. Second, it theo-
rizes consumer profiling as the construction and operationalization of behavioral 
and categorical representations (“data doubles”) and embeds them into market 
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interactions. Third, it synthesizes major privacy harm pathways, informational, 
autonomy‑related, distributive/fairness‑related, and security‑related, show-
ing how each can be generated or intensified by particular combinations of 
treatment and profiling intensity. The framework also yields propositions and 
a research agenda for future empirical work on when and why AI‑driven con-
sumer understanding crosses the threshold from beneficial personalization to 
privacy‑invasive surveillance.

The remainder of the paper first clarifies the meaning and scope of data 
treatment in AI‑mediated consumer analytics, emphasizing how transformation 
and inference reshape what data “are” in privacy terms. It then examines con-
sumer profiling as a socio‑technical practice, how profiles are constructed, stabi-
lized, and made actionable in market settings. Building on these foundations, the 
paper maps privacy harms and the pathways through which they emerge, before 
integrating the elements into a unified framework that supports theory devel-
opment, governance thinking, and a targeted agenda for empirical validation.

Conceptualizing “Data Treatment” in AI 
Companies
In AI‑mediated consumer analytics, data treatment is often reduced, especially 
in legal or operational discourse, to a broad notion of “processing”. For theory

‑building, that definition is too thin. A more analytically useful concept treats data 
treatment as an end‑to‑end pipeline of transformation and inference through 
which organizations convert dispersed traces into decision‑relevant knowledge 
about consumers. The privacy stakes, therefore, are not located only in whether 
data are collected or transferred, but in how data are rendered comparable, 
linkable, and predictive, and then embedded into market action. Several works 
implicitly adopt this pipeline perspective, where firms: Collect and integrate 
dispersed traces; Transform data into analysis‑ready representations; Inference 
and modeling for consumer understanding; Deployment into decision and action 
loops.
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Table 1. Stages linking dispersed traces to marketing decisions

Pipeline Stage Consumer‑focused Example Source

Collection & 
Integration

Online/offline, social, and 
transaction data unified for big 
data consumer analytics

(Erevelles et al., 2016; Fernández
‑Rovira et al., 2021; Kitchens et al., 
2018)

Transformation Pre‑processing and feature 
engineering for customer models

(Giovanelli et al., 2022; Khattach 
et al., 2025; Sivakolundhu, 2024)

Inference Segmentation, recommendation, 
CLV, churn prediction

(Erevelles et al., 2016; Gupta et al., 
2020; Kitchens et al., 2018; Kodi, 
2024)

Decision/Action Personalized offers, dynamic 
pricing, real‑time interventions

(Hajli et al., 2020; Khattach et al., 
2025; Shah, 2025; Naphade, 2025)

A minimal conceptual model can be expressed through four tightly coupled 
operations. First, firms capture traces by instrumenting interaction: clicks, dwell 
time, purchases, device signals, location pings, and customer‑service logs (Bujlow 
et al., 2017; Sakalauskas & Kriksciuniene, 2024; Schweidel et al., 2022). The result-
ing “raw data” are not neutral; they reflect design choices about what is measur-
able, which behaviors count as signals, and what remains unrecorded, an insight 
consistent with scholarship on datafication and platform governance (Gillespie, 
2010, 2014; Van Dijck, 2014). Second, traces are standardized and integrated: 
they are cleaned, normalized, and merged across services, devices, and time 
(Wang et al., 2014; S. Xu et al., 2015). Identity resolution, whether deterministic 
(logins, persistent identifiers) or probabilistic (matching and fingerprinting), is 
pivotal because it converts fragmented episodes into a coherent behavioral nar-
rative. At this point, privacy concerns begin to exceed classic disclosure models: 
the system can become “person‑aware” through linkability even when explicit 
identifiers are minimized.

Third, integrated traces are converted into representations suitable for com-
putation. This is the move from data as records to data as features: variables, 
embeddings, segments, and scores that compress complex life into analytic prox-
ies (e.g., “price sensitivity”, “likely churn”, “affinity for category X”) (Bastarache 
et al., 2022). This representational step is where many privacy issues become 
structurally “built in”, because the consumer is no longer treated as a participant 
in a transaction but as an object of continuous measurement and prediction. 
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Fourth, systems produce inferences and activate them: models estimate propen-
sities and classifications, and organizations operationalize them through ranking, 
targeting, personalization, dynamic pricing, risk scoring, and attention allocation 
(Ban & Keskin, 2021; Jha et al., 2025). Here, privacy becomes inseparable from 
power. As theorists of surveillance and market governance have argued, the 
critical question is not merely what a firm knows, but what it can do with that 
knowledge to shape exposure, choice architectures, and access to goods or 
opportunities (Zuboff, 2019).

This pipeline perspective clarifies why privacy cannot be fully assessed at 
the point of collection alone. Two mechanisms are especially central. The first 
is context collapse, captured well by Helen Nissenbaum’s notion of contextual 
integrity: information generated in one social setting (browsing, entertainment, 
health queries, mobility) is made usable in another (advertising, credit‑like scor-
ing, eligibility decisions) once it is merged and abstracted (Nissenbaum, 2004). 
The second is inferential escalation: privacy‑relevant attributes may be produced 
rather than disclosed. In other words, “sensitivity” is not only a property of 
inputs; it can be an emergent property of the treatment process. This logic also 
explains why de‑identification is an unstable privacy guarantee in rich consumer 
ecosystems: linkage across datasets and high‑dimensional representations can 
enable re‑identification or attribute reconstruction, a recurring lesson in re‑iden-
tification research associated with (Narayanan & Shmatikov, 2008).

To develop a unified framework linking data treatment to profiling and pri-
vacy, it is therefore helpful to characterize treatment not by technical minutiae 
but by a small set of structural dimensions that shape downstream risk (Quach 
et al., 2022; Salem et al., 2023). Four dimensions are particularly diagnostic 
across sectors. Linkability refers to the capacity to merge traces across contexts 
and identities; it is the main driver of “whole‑of‑life” visibility (Zheng et al., 2018). 
Inferential depth captures the distance between what is observed and what is 
predicted (or imputed) about preferences, vulnerabilities, or life circumstances 
(Bindschaedler et al., 2018). Persistence describes the temporal reach of stored 
representations and the extent to which past traces constrain present and future 
interactions. Operational coupling denotes how tightly inferences are connected 
to consequential actions, whether predictions merely inform content ordering 
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or directly gate opportunities, adjust prices, or allocate scrutiny (El Mokhtari 
et al., 2021; Mustafa et al., 2019). Together, these dimensions explain why two 
systems may appear similar at the level of “processing” yet differ radically in 
privacy implications: privacy risk increases as treatment becomes more linkable, 
more inferential, more persistent, and more tightly coupled to market decisions.

Conceptualizing data treatment in this way positions it as the upstream 
mechanism through which consumer profiling becomes possible. Profiling is 
not an optional add‑on that occurs after neutral processing; it is the predictable 
outcome of a pipeline designed to transform traces into actionable predictions. 
This is precisely why a privacy analysis anchored in data treatment, rather than 
isolated moments of disclosure, offers a stronger theoretical basis for under-
standing contemporary AI companies’ relationships to consumers.

Consumer Profiling as a Socio‑Technical 
Process
Consumer profiling is commonly described as a technical outcome, “the mod-
el’s prediction” or “the segment assignment”. For a theoretical account, this 
is insufficient. Profiling is better conceptualized as a socio‑technical process 
that produces actionable representations of consumers and embeds them into 
organizational routines, market infrastructures, and interface environments 
(Heiberg et al., 2022; Syrjälä et al., 2025; Vespignani, 2012). Profiles are not 
merely descriptive summaries; they are operational objects that coordinate how 
firms allocate attention, set terms of exchange, and structure what consumers 
see, pay, or can access.

A profile emerges when data treatment outputs are translated into stable cat-
egories or scores that can travel across decision points. This translation typically 
involves three interlocking moves. First, the consumer is rendered into a representa-
tion (features, embeddings, “propensity”, “lifetime value”, “risk”, “affinity”). Second, 
that representation is evaluated through ranking or scoring, making the consumer 
comparable to others in a system optimized for selection. Third, the evaluation is 
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activated through interventions, recommendations, targeting, friction, prioritization, 
price steering, eligibility gating, or differential service. The practical meaning of 
a profile lies in this activation: a profile matters because it changes what the system 
does to or for the consumer (Barbosa et al., 2021; Trusov et al., 2016).

Profiling is socio‑technical because its categories and thresholds are not 
determined by data alone (Heiberg et al., 2022; Syrjälä et al., 2025; Vespignani, 
2012). They reflect organizational objectives (growth, retention, risk reduction), 
institutional constraints (compliance, reputation), and the economic logic of plat-
form ecosystems (advertising auctions, recommender optimization, brokerage). 
What appears as a neutral prediction is therefore shaped by design decisions: 
what counts as a “conversion”, which outcomes are rewarded, which proxies are 
acceptable, how long histories are retained, and where uncertainty is tolerated. 
In this sense, profiling is a governance practice conducted through computation: 
it standardizes consumers into system‑readable types, then allocates differenti-
ated treatment accordingly (Eke et al., 2019; Kim et al., 2025; Y. Xu et al., 2025).

Two theoretical lenses clarify what is distinctive about contemporary con-
sumer profiling. The first is the idea of the surveillant assemblage, which high-
lights how profiles are assembled from multiple data flows that were originally 
produced in different contexts; the consumer becomes a “data double” that can 
be acted upon across settings (Haggerty & Ericson, 2000). The second is the con-
cept of algorithmic identity, emphasizing that identity categories are increasingly 
assigned through probabilistic classification rather than self‑description (Cheney

‑Lippold, 2011). Together, these perspectives foreground a key analytical point: 
profiling is not only about knowing consumers but about making consumers 
legible in ways that support systematic sorting and intervention.

This view also explains why profiling creates privacy concerns even without data 
disclosure. The central mechanism is not necessarily exposure, but consequential 
classification under opacity and asymmetry (Büchi et al., 2020; King & Forder, 2016). 
Consumers rarely observe the full profile, the features that shape it, or the coun-
terfactual alternatives (“what would I have seen/paid/received if I were classified 
differently?”). Profiles can also be sticky: once created, they persist through retention 
practices and are reinforced by feedback loops (Reed & Forehand, 2016; Trusov 
et al., 2016). Recommendations influence behavior; behavior updates the profile; 
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the updated profile further shapes exposure. Profiling thus becomes recursive: it 
does not simply reflect preferences; it can actively participate in producing them.

For the unified framework developed in this paper, profiling can be analyt-
ically characterized by a small set of properties that determine its privacy rele-
vance and its potential for harm. Granularity captures how fine the distinctions 
are (broad segment vs individualized score). Actionability captures whether the 
profile merely informs content ordering or triggers materially consequential 
decisions. Portability captures whether profiles travel across services, partners, 
or contexts through shared identifiers and ecosystem integrations. Stability cap-
tures persistence over time and resistance to revision. Contestability captures 
whether the consumer can understand, challenge, or correct the classification 
in meaningful ways. Profiling becomes most privacy‑invasive when it is granu-
lar, highly actionable, portable across contexts, stable over long horizons, and 
weakly contestable (Mann & Matzner, 2019), conditions that effectively convert 
consumer data treatment into an infrastructure for continuous sorting.

Consumer profiling should be treated as the bridge between data treatment 
and privacy impact: it is the point where transformed traces become institution-
alized representations and where those representations are operationalized into 
differentiated treatment (Valletti & Wu, 2020). This conceptualization aligns with 
the paper’s broader argument that privacy is not only threatened by “having 
data”, but by the systematic capacity to classify, predict, and intervene in con-
sumer life through scalable socio‑technical systems.

Privacy Harms and Risk Pathways

Privacy harms in AI‑enabled consumer analytics cannot be reduced to “data leak-
age” or unauthorized disclosure. In the context of data treatment and profiling, 
harm more often arises from systematic visibility, inference, and differential treat-
ment, including situations where the data never leave the firm or are nominally 

“de‑identified” (Custers, 2018; Solove, 2006). Conceptually, the relevant question 
is not only what information is collected, but how the treatment pipeline and 
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profiling apparatus convert traces into actionable classifications that shape what 
consumers can see, pay, or access (Acquisti et al., 2015). This shifts privacy from 
a narrow informational concern to a governance problem that involves autonomy, 
fairness, and power asymmetries (Solove, 2006).

A useful theoretical organization distinguishes four families of privacy harms 
that are tightly coupled to profiling intensity. Informational harms include loss of 
control over personal information flows, unexpected secondary uses, and the 
creation of comprehensive consumer “portraits” through linkage and enrich-
ment (Lupton, 2020; Solove, 2006). These harms include re‑identification and 
attribute reconstruction, but also the more ordinary (and pervasive) experience 
of being tracked across contexts (Acquisti et al., 2015). Autonomy harms arise 
when profiling is used to steer attention, preferences, and choices: targeting and 
ranking systems can exploit situational vulnerabilities, produce “choice architec-
tures” optimized for firm objectives, and narrow the informational environment 
in ways that are difficult to perceive from within (Susser et al., 2019). Distrib-
utive and fairness harms occur when profiles become the basis for unequal 
treatment, exclusion from offers, price steering, differential service quality, or 
systematically higher friction for certain inferred groups (Barocas & Selbst, 2016; 
Wachter, 2022). Importantly, these harms do not require explicit use of sensitive 
categories; they can emerge through proxies and correlated behavioral signals 
(Barocas & Selbst, 2016). Finally, security harms increase as treatment and pro-
filing intensify: aggregation creates high‑value targets, and the compromise of 
a profile repository can reveal not only what consumers did, but what the system 
inferred about them (Solove, 2006).

These harms are generated through recurring risk pathways that connect 
data treatment to profiling outcomes. One pathway is context transposition: 
traces generated in one context (browsing, mobility, social interaction) are repur-
posed in another (marketing eligibility, risk scoring, pricing) once they are inte-
grated and made machine‑legible, undermining context‑appropriate information 
flows (Solove, 2006). Another pathway is inferential escalation, where seemingly 
non‑sensitive inputs are transformed into sensitive conclusions (e.g., vulnera-
bility, life events, financial stress) and treated as operational truths (Acquisti 
et al., 2015). A third pathway is function creep in which data and models built 
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for one purpose become infrastructural assets for additional purposes because 
marginal reuse is cheap and organizational incentives favor expansion (Solove, 
2006). These pathways matter because they produce privacy impacts even under 

“lawful collection” narratives, precisely because the harm mechanism is transfor-
mation and activation, not simply collection (Acquisti et al., 2015).

A distinct pathway concerns opacity and contestability. Profiling systems 
typically operate under strong informational asymmetry: consumers rarely see 
the features driving their classification, the uncertainty of the model, or the 
counterfactual treatment they would have received under a different profile 
(Wachter, 2022; Wachter et al., 2017). This opacity makes harms difficult to 
detect and correct, and it can normalize a governance regime where important 
decisions are made through unobservable ranking and scoring (de Laat, 2018; 
Vaassen, 2022; Wachter et al., 2017). The result is a privacy problem with insti-
tutional characteristics: the individual cannot reasonably manage it through iso-
lated consent decisions, because the relevant processes are continuous, adaptive, 
and distributed across ecosystems (Acquisti et al., 2015).

Profiling systems introduce feedback loops that can deepen harms over time. 
Interventions derived from profiles (recommendations, targeting, selective expo-
sure, friction) shape behavior; the resulting behavior becomes new training data; 
the updated model further stabilizes the profile and intensifies intervention 
(Susser, 2019; Susser et al., 2019). This recursive dynamic is central to autonomy 
and fairness harms: systems may gradually narrow a consumer’s informational 
environment, amplify certain behaviors, and lock individuals into trajectories 
that appear “personalized” but function as a form of soft constraint (Susser et al., 
2019; Barocas & Selbst, 2016). For a unified conceptual framework, this means 
privacy impact should be analyzed not as a one‑time event but as an emergent 
outcome of repeated cycles of: treatment; profiling; intervention; learning.

Taken together, these harm families and pathways motivate a shift in what 
counts as privacy‑relevant evaluation. The most consequential risks arise when 
treatment produces high linkability, high inferential depth, strong persistence, 
and tight operational coupling between profiles and decisions (Solove, 2006; 
Wachter et al., 2017). Under these conditions, privacy is no longer primarily 
about secrecy; it becomes about the legitimacy and accountability of a system 
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that continuously classifies consumers and makes those classifications conse-
quential (Barocas & Selbst, 2016; Susser et al., 2019).

Toward a Unified Conceptual Framework

A unified account of privacy in AI‑enabled consumer analytics becomes possible 
when the analysis is organized as a causal chain rather than as a checklist of 
compliance items. The chain links data treatment (what the system can observe 
and infer) to profiling intensity (how strongly those inferences govern consumer 
treatment), to privacy impact (what kinds of harms occur and how severe they 
are), with governance controls operating as moderators that can weaken, or 
unintentionally strengthen, each link.

Figure 1. Unified conceptual framework linking AI‑driven data treatment, consumer profiling, 

governance mechanisms, and privacy impacts

Source: Developed by the Authors.
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Figure 1 summarizes the proposed conceptual framework. It illustrates how 
the structural properties of AI‑driven data treatment shape consumer profiling 
characteristics, which in turn influence the severity and nature of privacy harms, 
while governance mechanisms moderate these relationships across the entire 
process.

At the upstream end of the framework, the structural properties of AI‑driven 
data treatment – particularly linkability, inferential depth, persistence, and oper-
ational coupling – shape the informational capacity available for consumer pro-
filing (Chierici et al., 2019; Churchill, 2016; Lyon, 2014). These upstream char-
acteristics influence the extent to which consumer profiles become granular, 
actionable, portable, stable, and contestable, thereby determining the likelihood 
and severity of downstream privacy harms.

These treatment properties feed into profiling intensity, which describes 
how forcefully treated data are converted into operational classifications. Pro-
filing intensity is captured by granularity (broad segment vs individual scoring), 
profile stability (temporal continuity of consumer classifications), automation 
(degree of human discretion/oversight), and actionability (how tightly profiles 
drive differential outcomes) (Battaglini & Rasmussen, 2019; Karagiannis et al., 
2007). Actionability is the key “severity amplifier”: a profile that merely changes 
content ordering is qualitatively different from a profile that triggers eligibility 
gating, price steering, or differential service. This is where privacy becomes 
inseparable from governance because the harms depend on how classification 
is embedded in decisions and whether those decisions are explainable and 
contestable.

Downstream, privacy impact can be theorized as “harm type × severity”. 
Harm types include informational harms (unexpected secondary use, loss of con-
trol, comprehensive portrait‑building), autonomy harms (manipulative steering, 
constrained informational environments), distributive/fairness harms (exclusion, 
disadvantage, proxy discrimination), and security harms (aggregation and breach 
amplification) (Mann & Matzner, 2019). Severity increases when impacts are (i) 
difficult to detect from the consumer’s vantage point, (ii) hard to reverse once 
profiles stabilize, and (iii) consequential for access, price, visibility, or dignity. 
The framework also anticipates that harms can be systematically unequal even 
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without explicit sensitive attributes, because profiling often operationalizes prox-
ies that reproduce disparate outcomes (Barocas & Selbst, 2016).

Governance controls operate throughout the chain rather than at a single 
point. Technical controls (data minimization, privacy‑enhancing technologies, 
access controls, audit logs), organizational controls (purpose limitation in product 
governance, retention rules, model‑risk management, independent review), and 
legal controls (rights, transparency duties, constraints on profiling and secondary 
use) can reduce risk, but only when matched to the actual mechanism produc-
ing harm. For instance, consent alone is structurally weak against harms pro-
duced by inference depth and persistence, whereas contestability and decision 
transparency are more directly targeted at profiling‑driven impacts (Bouchareb, 
2026; Wachter et al., 2017). Likewise, limits on cross‑context linkage address 
the context‑mixing mechanism emphasized by contextual integrity (Nissenbaum, 
2004).

The effectiveness of governance controls should also be interpreted within 
their cultural and institutional context. While the structural mechanisms of the 
framework remain constant, consumer expectations regarding privacy, transpar-
ency, automated decision‑making, and organizational accountability differ across 
societies. Similarly, regulatory environments vary in the rights they grant individ-
uals, the obligations imposed on organizations, and the enforcement of profiling 
restrictions. These differences influence how governance mechanisms moderate 
the relationship between data treatment, profiling intensity, and privacy harms. 
Effective governance therefore depends not only on technical safeguards but 
also on transparent organizational practices and accountability mechanisms 
that foster trust in AI‑enabled decision environments (Bouchareb & Moussaoui, 
2026). Consequently, the proposed framework is intended to provide a common 
conceptual structure while allowing its governance dimension to adapt to diverse 
cultural and regulatory settings.

Testable propositions

The framework yields propositions that can be evaluated across sectors and 
platform types:



Nasser Bouchareb, Yacine Herizi, Ismail Morad

81

	– P1 (Inference depth). Greater inference depth increases privacy impact 
even when raw inputs are nominally non‑sensitive, because treatment 
can produce sensitive attributes downstream (Acquisti et al., 2015).

	– P2 (Context mixing). Greater linkability and cross‑context integration 
increases perceived privacy violation and informational harms by dis-
rupting context‑appropriate information flows (Nissenbaum, 2004, 2009; 
Susser et al., 2019).

	– P3 (Stability). Higher profile stability increases autonomy and fairness 
harms by making historical traces consequential and by stabilizing clas-
sifications that are difficult to escape.

	– P4 (Actionability). The effect of profiling on harm severity is stronger 
when actionability is high (e.g., gating, price steering, differential ser-
vice) than when profiling is used only for low‑stakes personalization.

	– P5 (Automation × contestability). Higher automation increases harm 
severity when transparency and contestability are weak; strong contest-
ability attenuates this effect (Wachter et al., 2017).

	– P6 (Governance moderation). Multi‑layer governance attenuates the 
effect of profiling intensity on privacy impact; in the absence of such 
governance, profiling intensity becomes a primary driver of disparate 
outcomes (Barocas & Selbst, 2016).

Implications for future research

Three empirical directions follow directly from the framework. First, develop 
measurement constructs for inference depth, context mixing, profile stability, 
and actionability that are comparable across firms and sectors (moving beyond 

“data collected” as the primary metric). Second, test causal pathways using multi
‑method designs: survey/conjoint experiments for perceived violation under 
controlled variations of scope/linkability; audit studies and impact assessments 
to detect differential treatment and proxy‑based disparity; and longitudinal 
designs to capture persistence and feedback loops. Third, evaluate governance 
as a moderator through comparative and quasi‑experimental approaches (policy 
changes, platform rule shifts, retention‑limit interventions) to estimate which 
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controls meaningfully reduce harm and under what conditions. A fourth direction 
is to examine the framework across different cultural and institutional environ-
ments. Comparative studies could investigate whether consumer perceptions of 
profiling intensity, privacy harms, transparency, and contestability differ across 
countries with distinct privacy norms and regulatory traditions. Such research 
would help determine which elements of the framework are universal and which 
are shaped by local cultural expectations and governance practices.

Conclusion

AI‑enabled consumer analytics has shifted the privacy problem from isolated 
moments of disclosure to an integrated regime of data treatment, profiling, and 
intervention. Privacy is increasingly shaped not by whether data are collected in 
the first place, but by how traces are transformed, linked, abstracted, and con-
verted into profiles that govern what consumers see, pay, and can access. This 
paper argues that the core analytical challenge is therefore structural: privacy 
outcomes emerge from a chain that begins with upstream treatment practices 
(scope, linkability, inference depth), intensifies through downstream profiling 
properties (granularity, profile stability, automation, actionability), and material-
izes as heterogeneous harms whose severity depends on opacity, contestability, 
and the consequential nature of differential treatment.

By synthesizing these elements into a unified conceptual framework, the 
paper contributes a parsimonious vocabulary for describing why privacy risks 
can remain high even under familiar compliance narratives. In particular, the 
framework highlights three dynamics that are often underestimated in frag-
mented debates. First, inference is a privacy event: systems can produce sensi-
tive attributes from non‑sensitive inputs and operationalize them without explicit 
disclosure. Second, context mixing is a risk mechanism: cross‑domain linkage 
transforms socially situated information into portable assets that undermine 
reasonable expectations of contextual integrity. Third, profiling becomes con-
sequential through actionability and stability: when profiles are durable and 
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tightly coupled to decisions, privacy harms extend beyond informational control 
to autonomy, fairness, and security.

The framework also clarifies practical implications for governance. Effec-
tive privacy protection cannot be reduced to transparency statements or 
individual choice mechanisms; it requires controls that are proportionate 
to the mechanisms producing harm. Firms should treat inference depth and 
profile actionability as first‑order risk variables, not as technical details, and 
should build constraints on persistence, cross‑context linkage, and second-
ary use into product and model governance. Regulators should prioritize 
enforceable requirements that strengthen transparency and contestability 
for consequential profiling, while limiting high‑risk combinations of linkabil-
ity, persistence, and actionability. For researchers, the framework identifies 
profiling intensity as a key mediating construct that connects upstream data 
practices to downstream impacts and thus helps structure empirical work 
across disciplines.

Limitations. As a theoretical contribution, the framework necessarily 
abstracts from sector‑specific institutional constraints and heterogeneous 
data environments. Risk mechanisms and appropriate controls may vary across 
domains such as advertising, retail, finance, health‑adjacent consumer apps, 
and public services, where stakes, incentives, and regulatory baselines differ. In 
addition, privacy expectations are not culturally invariant: cross‑cultural norms 
about sensitivity, acceptability of profiling, and trust in institutions can shape 
both perceived violation and the legitimacy of governance interventions. These 
considerations caution against treating the framework as a one‑size‑fits‑all diag-
nostic and motivate comparative studies that adapt constructs to sectoral con-
texts and diverse normative settings.

The paper’s propositions translate the framework into an empirical program: 
they invite future research to measure inference depth and context mixing, to 
test how profile stability and actionability amplify autonomy and fairness harms, 
and to evaluate which governance interventions measurably reduce impact 
across sectors and platform ecosystems. As AI systems increasingly mediate 
consumer life, the fundamental privacy question becomes one of legitimacy: 
under what conditions is it acceptable for organizations to continuously infer, 
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classify, and intervene, and what institutional safeguards are necessary to ensure 
that consumer understanding does not quietly become consumer control.
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